

	
3GPP TSG-SA3 Meeting #102-e 	S3-210339
e-meeting, 18 – 29 January 2021
	CR-Form-v12.0

	CHANGE REQUEST

	

	
	33.501
	CR
	1042
	rev
	-
	Current version:
	17.0.0
	

	

	[bookmark: OLE_LINK10][bookmark: OLE_LINK11]For HELP on using this form: comprehensive instructions can be found at 
http://www.3gpp.org/Change-Requests.

	



	Proposed change affects:
	UICC apps
	
	ME
	
	Radio Access Network
	
	Core Network
	X



	

	Title:	
	Typo correction in clause 6.9.9.4

	
	

	Source to WG:
	Xiandian University

	Source to TSG:
	S3

	
	

	Work item code:
	5GS_Ph1-SEC
	
	Date:
	2021-01-11

	
	
	
	
	

	Category:
	A
	
	Release:
	Rel-17

	
	Use one of the following categories:
F  (correction)
A  (mirror corresponding to a change in an earlier release)
B  (addition of feature), 
C  (functional modification of feature)
D  (editorial modification)
Detailed explanations of the above categories can
be found in 3GPP TR 21.900.
	Use one of the following releases:
Rel-8	(Release 8)
Rel-9	(Release 9)
Rel-10	(Release 10)
Rel-11	(Release 11)
…
Rel-14	(Release 14)
Rel-15	(Release 15)
Rel-16	(Release 16)
Rel-17	(Release 17)

	
	

	Reason for change:
	In clause 6.9.9.4, there is a sentence below:
This NAS SMC procedure does not have to change other parameters in the current EPS NAS security context.

Since this clause addresses AS key re-keying for 5G, we believe the “EPS NAS security” should be corrected to “5G NAS security” 

	
	

	Summary of change:
	the “EPS NAS security” is corrected to “5G NAS security”

	
	

	Consequences if not approved:
	Typo in the original text

	
	

	Clauses affected:
	Clauses 6.9.4.4

	
	

	
	Y
	N
	
	

	Other specs
	
	X
	 Other core specifications	
	TS/TR ... CR ... 

	affected:
	
	X
	 Test specifications
	TS/TR ... CR ... 

	(show related CRs)
	
	X
	 O&M Specifications
	TS/TR ... CR ... 

	
	

	Other comments:
	

	
	

	This CR's revision history:
	



Page 1


[bookmark: _Toc19634736][bookmark: _Toc26875796][bookmark: _Toc35528547][bookmark: _Toc35533308][bookmark: _Toc45028651][bookmark: _Toc45274316][bookmark: _Toc45274903][bookmark: _Toc51168160][bookmark: _Toc58333152][bookmark: _Hlk60850964]		**************Start of Changes***************
6.9.4.4	AS key re-keying
The KgNB/KeNB re-keying procedure is initiated by the AMF. It may be used under the following conditions: 
-	after a successful AKA run with the UE as part of activating a partial native 5G security context; or
-	as part of synchronizing the NAS and the AS security contexts as a part of handover procedure, if a handover is occuring; or
-	as part of re-activating a non-current full native 5G security context after handover from E-UTRAN according to  clause 8.4; or
-	to create a new KgNB from the current KAMF.
NOTE 1: To perform a key change on-the-fly of the entire key hierarchy, the AMF has to change the 5G NAS security context before changing the 5G AS security context. 
In order to be able to re-key the KgNB, the AMF requires a fresh uplink NAS COUNT from a successful NAS SMC procedure with the UE. In the case of creating a new KgNB from the current KAMF a NAS SMC procedure shall be run first to provide this fresh uplink NAS COUNT. This NAS SMC procedure does not have to change other parameters in the current EPS  5G NAS security context. The AMF derives the new KgNB using the key derivation function as specified in Annex  A.9 using the KAMF and the uplink NAS COUNT used in the most recent NAS Security Mode Complete message. The derived new KgNB is sent to the gNB/ng-eNB in an NGAP UE CONTEXT MODIFICATION REQUEST message triggering the gNB/ng-eNB to perform the AS key re-keying. The gNB/ng-eNB runs the key change on-the-fly procedure with the UE. During this procedure the gNB/ng-eNB shall indicate to the UE that a key change on-the-fly is taking place. The procedure used is based on an intra-cell handover, and hence the same KgNB derivation steps shall be taken as in a normal handover procedure. The gNB/ng-eNB shall indicate to the UE to change the current KgNB in intra-cell handover during this procedure. Network-side handling of AS key re-keying that occur as a part of Xn and N2 handovers are described is defined in clauses 6.9.2.3.2 and 6.9.2.3.3 of the present document.
When the UE receives an indication that the procedure is a key change on-the-fly procedure, the UE shall derive a temporary KgNB by applying the key derivation function as specified in Annex A.9 using the KAMF from the current 5G NAS security context and the uplink NAS COUNT in the most recent NAS Security Mode Complete message. UE-side handling of AS key re-keying that occur as a part of Xn and N2 handovers is described in clause 6.9.2.3.4 of the present document.
From this temporary KgNB the UE shall derive the KNG-RAN* as normal (see Annex A.11/A.12). The gNB/ng-eNB shall take the KgNB it received from the AMF, which is equal to the temporary KgNB, as basis for its KNG-RAN* derivations. From this step onwards, the key derivations continue as in a normal handover.
If the AS level re-keying fails, then the AMF shall complete another NAS security mode procedure before initiating a new AS level re-keying. This ensures that a fresh KgNB is used.
The NH parameter shall be handled according to the following rules: 
-	The UE, AMF, and gNB/ng-eNB shall delete any old NH upon completion of the context modification.
-	The UE and AMF shall use the KAMF from the currently active 5G NAS security context for the computation of the fresh NH. The computation of NH parameter value sent in the Namf_Communication_CreateUEContext Request, NGAP HANDOVER REQUEST, and NGAP PATH SWITCH REQUEST ACKNOWLEDGE messages shall be done according to clauses 6.9.2.3.2 and 6.9.2.3.3.
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